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WEB APPLICATION 
PENTESTER

(212) 555-7890

alex.johnson@gmail.com

United States, New York, NY

SKILLS

Web Application 
Vulnerability Assessment 
(SQL Injection, XSS, CSRF)

Expert

Burp Suite, OWASP ZAP, 
Nikto

Expert

Secure coding practices 
and code reviews

Expert

Threat modeling and risk 
analysis

Expert

Security architecture 
review

Expert

API security testing Expert

Network security 
knowledge

Expert

Vulnerability remediation 
and patch management

Expert

PROFESSIONAL SUMMARY

Experienced Web Application Pentester with expertise in identifying vulnerabilities 
in web applications, performing in-depth security assessments, and providing 
actionable remediation advice. Highly skilled in using industry-leading tools and 
techniques to discover and mitigate risks to clients’ digital platforms.

EXPERIENCE

July 2021 - Now

Senior Web Application Pentester
CyberSec Consulting   /   New York, NY

•  Lead penetration testing engagements on web applications to identify 
vulnerabilities such as SQL injection, cross-site scripting (XSS), and 
authentication flaws.

•  Conduct manual and automated security testing using tools like Burp Suite, 
OWASP ZAP, and Nikto.

•  Prepare detailed reports outlining security issues, their impact, and 
recommend remediation actions.

•  Work with development teams to guide secure coding practices and 
mitigate vulnerabilities during the development lifecycle.

•  Perform API security testing, focusing on endpoints and authentication 
mechanisms.

June 2018 - June 2021

Web Application Pentester
SecureCode Solutions   /   New York, NY

•  Performed vulnerability assessments and penetration tests on both 
internal and external web applications for Fortune 500 clients.

•  Conducted red team exercises to simulate real-world attacks and validate 
the effectiveness of security controls.

•  Participated in creating secure coding guidelines and training materials for 
junior developers and clients.

•  Assisted in internal security audits and compliance assessments.

EDUCATION

Bachelor of Science in Computer Science
New York University  /  Graduated: May 2018

Certifications
•  Certified Web Application Security Professional (GWAPT), June 2022

•  Offensive Security Certified Professional (OSCP), August 2021

•  Certified Ethical Hacker (CEH), January 2020
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